Teneon, anpec, HOMED LIKOJIEL a Takke ¢ororpadun CBOH, CBOEH ceMBH | Apyseii);

2. Ortkpsisars BIIOXEHHbIE daiinn JICKTPOHHOM MOYTHI, Korma He 3Haellb OTnpaBuTeNs;

3. TI'py6uts, (pHAnpaTees, okassiBars JaBJICHHE — BeCTH ceby HEBEXITHBO 1 arpecCHBHO;

4. He pacnopskaiics nemsramu TBOCH cembH Ges Pa3pellenns crapmmx — BCerna
ClpatnnBaii poaureseii;

3. He Berpevaiicy o Hurepuer-snakombivy B PCATBHON XH3HM - nocoseryiics co
B3POCIBIM, KOTOpOMY J0Bepsep,

OCTOPOXXHO

1. He Bce MHIIYT mpaBay. Yutaems o ceGe Helpasny B UHTepHere — coobmn 06 3oM
CBOHM poauTensM umu ONeKyHawm;

2. Tpurnamaror Ne€penucLIBaTLCS, Hrpars, oOMeHuBaThCH — IIpOBEPH, HET Jix H0/1BOXa;

3. Hesakonnoe Konuposanue haiinos p Unreprere - BOPOBCTBO;

4. Bcernma PacckaseiBait B3pociny o npobiemax B cety — OHH BCerza nomoryr;

x Hcnonssyii HacTpoiiku GesonacroeTn u NPHBAaTHOCTH, YTOGLI He IIOTePATE CBOM
AKKayHThI B COLICETHX H APYTHX nopranax

MOXHO

. Vasxaii APYTHX IOJIb30BaTe el

2. Tonesyemncy I/IHTepHeT-HC‘I‘O‘{HHKOM — lenan CChUIKY Ha HEro;

3. OrxpeBaii ToneKo T€ CCBUIKH, B KOTOpPBIX yBepeH;

4. Obmarscs 3a [IOMOIIBIO B3poCHBM — POLRTENH, ONeKyHEl u AIMHHHCTpAUUsS caiiTog
BCEraa noMoryr;

5.

[Ipoiimm 06yuenne ya caiire «Cerernuoky g 0Ty n nacnopt mapposoro rpaxnaHuna)



Mpnaoxenne No2, Hudopmaunonnag MAMSTRA 219 0byuarommxes ang PasMemenns ua
OPHUHAILHBIX Hmepuer—pecypcax

C xaxabv rozom MOIOZCX)KH B HHTCPHETE CTAHOBHTECS Gonsime, a mkomsAMKY OJIHH M3
CAMBIX AKTHBHBIX MOJIB30Baresieli Pynera. Mexny TEM, MOMHMO orpoMuoro KOJIHYecTRa

Kounsmepnuﬁ BHpYC — 3710 Pa3sHOBHAHOCTE KOMIBIOTEPHEIX nporpamm,
OTIIMYHTENBHOH 0CcoBeHHOCTEIO KOTOpoi#f  sBnsiercy cnocobHOCTE K PasMHOXeHMI0, B
ACTONHEHHE K 3TOMY, BHPYCHI MOT'YT MOBpemuTs My TIOTHOCTBIO YHHYTOXKHTE Bee daiim u
AQHHBIC, NOAKOHTPOIBLHEE T0JIL30BATETIO, OT HMEHH KOToporo 6el1a 3amymena 3apaxénnasy

MeTons! saumrsr or BPCIIOHOCHBIX IIPOrpamm:

1. Hcnomnsayii COBPEMEHHbIC ONepanHORHELe CHCTEMBI, HMEIOmMe CEPBE3HEI ypoBens,
3AIATEL OT BPEeOHOCHEIX Iporpamu;

2. Tlocrosno YCTaHaB/IMBai nayry (rbposkie 3AINIATKH, KOTOpEIe aBTOMaTHYeCKH

310 He mo3BoymT bonmsmmHCTRY BPEIOHOCHBIX Mporpamu HHCTA/LIMpOBaTECY Ha
TBOEM MePCOHATEHOM KOMIIBIOTEpe;

4. Hcnoms3yii AHTHBHDYCHbIE IIPOrpaMMHEIe IPOXYKTHI H3BECTHEIX TpOM3BOAMTE e}, ¢
ABTOMATHYCCKHM OGHOBeHIENM 6as;
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Wi-Fi - 310 ge BHI nepesiaum nanumix, pe TEXHOIOTHA, a Beero umy, Opens, mapka, Emme
B 1991 roay HHJICpIAHACKAN KOMIIaHug 38pErucTpHpoBana Gpeny «WECA», yro obo3Havano

TCXHOJIOrHER, D10 abbpeenarypa « Wi-Fiy Taxoe naspanue Gg110 /IaHO C HaMeKOM Ha cranzapr
BBICIKH 3BYKOBO# TexmHuky Hi-Fi, 410 5 TIEpeBoaE 03HavaeT «BhIcOKay TOYHOCTEY,



o6e3onacuus cebs or 3akauky BHpYCa Ha TBOE yCTpOHCTBO;
3. Ilpu ucnons3oBauun Wi-Fi orkmoun bysaxumo «O6mmit AOCTYN K (adinam u
fipunTepam». Jlaunas dynkuus 3aKpEITA 110 YMONYaHHIO, OHAKO HEKOTOpEIe

BBIXOZA B COUMANLHBIE CETH MM B SNEKTPOHHYIO NOYTY;

5. Hnonmayit Tonsko AIHIICHHOE COCAMHEHNE uepes3 HTTPS, a ue HTTP, t.e. npu
Habope Be6-azpeca sroaK HMeHHO «https://»;

6. B wmobmisnoM Tenehone  oTKmOuH byHKIHO «I[lomomouenne Wi-Fi

aBTOMaTHYeCKuy. He A0nycKkah aBTOMaTHYECKOro HNOAKMOYeH s yeTpolcTsa ceTaM
Wi-Fi 6e3 tBoero corsacus,

.
Coyuanvnvie cemu

PasMelueHHas umu g COUHANBHBIX CETAX, MOXKET ORITE Hakl/leHa u HCIIONIB30BaHAa Kem yrogwo, B
TOM HHCIIE He obssarensHo ¢ Onarumu HaMepeHusaMH.

AEM YTO-TO OnyGNMKOBaTh, HanmucaTs 1 3arpy3uTs;
4. Ecnmu T FOBOPHIIIL ¢ JOALMEA, KOTOpLIX He 3HaeWb, HE HCNONL3YH CBoe peanbHoe
HMA H APYTYIO JH4Hyio HHOOPMALMK: AMA, MecTo KUTC/IECTBA, MECTO yuyebpr u

cocrosmme u3 6yxs u nudp u ¢ KOJIH4ECTBOM 3HAKOB He MeHee §;
7. Hdns coumansuoi CCTH, NOYTHI ¥ APYrux caiitos HeobxoaumMo HCIIOJIB30BaTh pa3Hele

laponn. Torua ecim tefy BIIOMAIOT, 10 310yMEmITe R Ky noayqar nocryn tomsko
K OIHOMY MecTy, a He BO Bce cpasy.

Onexmponnvie denvoy

DNeKTpoHHLIe ACHBI'M — 3TO OYens YAOOHBIE cnioco6 iarexe, ogaaxo CyWecTByoT
MOMEHHUKH, KOTOphIE XOTST TIONTYYHMTE 3TH JCHBIH.,

OnexTponnsie nensry TOSBHIIMCE COBCEM HelaBHO u HMEHHO M3-3a 3TOro BO MHOrux
FocynapeTsax j1o cux nop ne MPOIHCaHO Npo HEX B 3akoHax.



B Poccun xe oun byHKumORMPYIOT B 0 Hux YA€ NpPONHCAHO B 3aKoHe, rue mx
PA3ICIAIOT HA HECKONBKO BHMOB — AHOHMMHBIC H HE AHOHMMHBIe, Pasanua B ToM, wro

HOHHMHBIE - 3TO Te, B KOTOpHIX PA3peIaeTes NpoBOAMTL Omepamum Ges HaeHTHGuKaIHY

4. He BBoxu cBon JITTHBIC NaHHbIE Ha caliTax, KOTOPEIM He f0Bepsents,

OG6brano JICKTPOHHBIE  MoYTOBLIMH AUHK  BRITISOHT ClenylomuM  ofpaszom:

HMA_nionmb3oBarens@ums -AomeHa. Takxke kpome fI€peaum  npoctoro Tekcra, HMeeTes
BOIMOXHOCTS Ilepesasars daiis:,

OcHoBHBIE COBeTE 110 Gesonacnoii pabore ¢ ANEKTPOHHOM MOYTOl]:
l. Hano sri6pary OPABHIBHEIA MOYTOBLI cepsuc. B unTepHere ecty, OrPOMHBI BEIGOp

2, He yxassisaif n JIHYHOH moyre THYHYI0 HHDOpMalu:o, Hanpumep, ayqme BeiOpars
“MY3BIKILHBIH_banar@» umy «pok2013» Bmecto «Temal 3n;

3. Hcnonpayi ABYXITallHYIO aBTOpH3anmio. Do KOraa moMuMo napons HyxHo BBoHTS
KOZ, npuckutaemslii no SMS:

4. Boifepn cnoxmsii napons. Jlng kaxaoro TIOYTOBOrO suMKa AOmKEH Ghrry CBOH
HANCKHLIH, yeTONYHBLIY K B3JIOMY 1apo.is;

5. Ecum ecrs BO3MOXKHOCTD HamHcaTh CaMoMy CBOH JHYHEN BOIpOC, HCnonb3yi Ty



Kubepbynnune wuny 6upmyanenoe usdesamenscmeo

Kubep6ymmnr — Ipecnenonanne coobmennsmy, Coziepxalmmy OCKOpOnenus,

arpeccuio, 3anyrusanue; XYJIMIaHCTBO; coumanpoe GoiikoTHpoBanue ¢ MTOMOIIBIO pazmHyrpx
HHTepPHET-CcepBHCOR,

OcHoBHEle copery 1o Gopkbe ¢ Kubep6ynmaurom:
1. He 6pocaiics Goi. Jlyummii cnocos: T10COBETOBaTHCH Kak cebs Becty H, ecnu Her

Ynpasnsit caoeit xubeppenyranueii:
AHOHHMHOCTB B cery MENMas. Cymectsyior cnoco6y BBIACHHTB, KTO CToMT 323
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8. Ecmn 1 CBUICTEAb  Kubepbymnuura, Tsou nedicraug: BBICTYNIHTE  npotup
TpecnenoBarens, nokasars EMY, 9TO ero nelicreug OUCHMBAIOTCH  Heratueo,

MO/UIepkats  xepray, KOTOpO# Hyxua TCHXONOrueckas nmomomp, coobmuTs
B3pOcaEM o axTe arpeccusmoro TIOBE/ICHHS B CeTH.

Mobunonu meneghon

CoBpemennpie MOOHIBHEIE Opay3zepr YK€ NPAKTHYEeCKH normasy HacTo,

JIBHBIE aHasIOrH,
OIHAKO pacmupenne DyHKIHOHANA Bieyer 3a coboit Gomsmyio CIOKHOCTE M MeHbIyio
SalHIICHHOCTE,

Haneko me pce [IPOH3BOMTE TH BBINYCKAIOT 00HOBNEHNUS, 3aKpeIBaIOMHE KPHTHYeCKne
YAIBEMOCTH U1 CBOMX Ycrpoiicts.
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5. He 3arpyxait npuIoKeHHs 0T HEH3BECTHOIO HCTOYHHMKA, Be/Ib OHH MOT'YT COJAEPKATh
BPEIOHOCHOE MporpaMMHoe obecneyeHune;

6. Ilocne Toro Kak Tel Beiijews ¢ caiita, ri1e BBOAWI JHYHYIO UHGOpMALHIO, 3aiiay B
HacTpoiikyu Gpay3epa u ynanu cookies;

7. llepuoauyecku nposepsit Kakue IUIaTHIC YCIYTH aKTHBUPOBAHEl Ha TBOEM HOMeEpe;

8. Jlasaii cBoif HOMep MOOHIBHOTO TenedoOHA TONBKO JIIOAAM, KOTOPHIX Thl 3HAelb U
KOMY JIOBEpSeIlb;

9. Bluetooth nomxen ObiTh BBIKITIOYEH, KOTJa Thl MM He nosbs3yewscs. He 3a0biBait
MHOT & NIPOBEPATH 3T0.

Online uepwvi

CoBpemenHble OHJNAKH-MIPHl — 3TO KpacoO4YHbIe, 3aXBATHIBAIOIIME pa3BJIeYeHHs,
00BbeMHAIONIME COTHH THICHY YeJOBEK MO BceMy MHpY. Urpokd HCCNemyroT NaHHBI MM MHD,
ofwaroTes Apyr ¢ ApyroM, BRITIONHAKOT 3aJaHHA, CPAXKAIOTCH ¢ MOHCTPAMH M MOJYYAIOT OMNBIT.

3a YAOBOJICTBHE OHM IUIATHAT. NOKYIAKT JAMCK, OIJIA4YMBAIOT aboHeMeHT WM l'lpHOGpCT&!OT
KaxKHe-TO OITIHH,

Bee stm cpexctsa mayT Ha mojsiepkaHHe H pa3sBHTHE HIPhl, a TAKKE HA caMmy
Ge30macHOCTE: COBEPIICHCTBYIOTCS CHCTEMBl ABTOPH3ALMH, BBHIIYCKAIOTCH HOBEIE NaTHH
(umdposkie 3anIaTKK JUIS NPOrPaMM), 3aKPBIBAIOTCH YA3BHMOCTH CEPBEpPOB.

B nogobrmIX Hrpax CTOHT OnacarbCs HE CTOJIBKO CBOMX COIICPHHMKOB, CKOJIBKO KpPaXkKH
TBOCTO MapoJisA, Ha KOTOPOM OCHOBAaHa CHCTEMA aBTOPH3ALUH OonbmKUHECTBA HI'D.

OcHOBHBIE COBETHI IO 6E30MaCHOCTH TBOErO HIPOBOTO AKKAYHTA:

1. Ecam apyroit urpok sener cebs m1oxo win cosfaer Tebe HENpHATHOCTH, 3a60Kupyi#i
€ro B CITHCKE HIPOKOB;

Moxamylics agMHHHCTpAaTOpaM MIPhl Ha IUIOXOE IIOBEJCHHE ITOrO HIPOKa,

HKeJIATeIbHO NPHIIOKATH KAKHE-TO JI0KA3aTebCTBA B BHAE CKPHHOB,

. He yka3piBait maunyio undgopmaunio B npodaiiie urpsr;

YBaxaii Apyrux y4acTHHKOB IIO HTpE;

He ycranasnusait HeopuuManbHble NaTYH M MOJIEL,

Hcnons3yit cio)HbIe B pa3HbIe NAPOITH;

HAaxe BO BpeMs MIphl HE CTOMT OTKIOYATh aHTHBHpYC. [Toka THI Mrpaemms, TBOI
KOMIIBIOTEP MOT'YT 3apasHTh.
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Duruun2 ulU Kpaica AUMHbIX OGHHBIX

OGbrunofi xpaxeif JeHer W NOKYMEHTOB CErofHs yXe HHKOrO He YAMBHIIS, HO C

Pa3’BHTHECM HMHTEDHCT-TEXHOJOIHMH 3/MOYMBINUICHHHKH TNEPEMECTHINCE B MHTEPHET, WM
NPOAOIDKAIOT 3aHUMATBLCH (IHOOHMBIMY JICJIOM.

Tax mosBanacs HOBas yrposa: HHTEPHET-MOLICHHHYECTBA HWIH (HIIMHT, [JIABHAS LeJb
KOTOPOro COCTOMT B MONYYEHHH KOHQHIEHUMAILHBIX AAHHBIX MOJB30BaTeNelfl — JOTHHOB M

naponedi. Ha anrmuiickom s3sike phishing unraercs xax ¢pummnr (ot fishing — pribras noss,
password — napons).

Ocuosnsle coeTsl o Gopsbe ¢ hrmmaToM:

1. Cnenm 3a cBoMM akkayHTOM. ECiuM TEI NOJAO3peBaeib, 4YTO TBOS aHKeTa Obula

B3JIOMaHa, TO HeoOXOaMMO 3abNOKHpOBaTE €e M COOOIIMUTEH aJIMHHHCTPATOpaM
pecypca 06 3ToM Kak MOXHO CKOpee;



2. Henombsyit  GesonacHsie BeO-caifThl, B TOM wmcre, HHTCDHET-MAra3sMHoOB W
MOHCKOBBIX CHCTEM;

3. Hcnoms3yit cnoxusie u pasisie naponu. Takum oGpaszom, ecnu Tebs B3JIOMAIOT, TO
HMOYMBIILTCHHHKH LOMYYaT AOCTYI TONBKO K OJHOMY TBOEMY MpO(UITIO B CeTH, a He
KO BCEM;

4. Ecnm rtebs Banomamn, TO HEOOXO/IMO NpeAynpesuTs BeeX CBOMX 3HAKOMBIX,

KOTOphIe 100aB/IeHb! y TeOs B APY3BAX, O TOM, HTO TeOS BITOMATH H, BO3MOJKHO, OT

TBOErO UMCHM OYIeT pacChUIATHCH CIAM M CCBUIKH Ha (bumarossie caiftsr;

Yeranosu Hagexusiii napom (PIN) Ha MoGHbHBI TenehoR;

Otkmoun coxpanenne napoins B Gpaysepe;

He otkpbisaii ¢aiine u APYTHE BIIOKCHHS B NACHMAX JQKC CCH OHM TPHLLIH OT

TBOMX npy3ed. Jlyume yroynnu y uux, OTHPABIANM JTH OHH TeGe 3TH daiinkL,

LA

Hugpposas penymayus

Llupposas penyraums - 910 merarmsHas wiu [IO3HTHBHAA HH(OPMALHL B CETH 0 Tebe.
Komnpomernpyromas HHQOpMaus pasMelieHHas B HHTEPHETE MOMKET Cephe3HbIM 0Gpazom

OTPasHTLCH HA TBOEH peanbHOH XH3IHH. «lludpopas penyrauusy - 310 TROM HMHUK, KOTOPBIH
(opmupyercs 13 mupopmaumy o Tebe UHTEpHETE.

TBoe Mecto kutenscrsa, y4eObl, TBOe pHHaHCOBOE NOIOXKEHNE, OCODEHHOCTH XapakTepa
H pacCKassl 0 DIM3KUX ~ BCE 3TO HAKAILIMBACTCA B COTH,

MHOI'He TIOAPOCTKH NIErKOMBICIEHHO OTHOCSTCS K nySnukauum THYHOM MEDOpManun B
Hutepuere, He nonmMas BoIMOKHEX nocaencTsui. Thi gaxe He cMOXemsb KoragaThes o TOM,
410 Gororpadus, pamemennas 5 et Hasaj, cTaza NpHYMHON 0TKa3a NPHHATE Tebq Ha pabory,

Kommenrapuu, pasmemenne TBOMX thororpaduit m apyrme neficrsus MOIyT He
HCHEIHYTh ke nocne Toro, XKak Thi MX ymauumb. Thl me 3Haelb, KTO COXpaHHN 3Ty
HHd)OpMaluﬂO, [onaja jaM OH4a B [IOHCKOBbIE CHCTEME! H COXpaHHJIaCh JIM OHa, a riIaBHOE: 4TO
noaymMaior o tebe okpykaiomee moau, KOTOpBIC HAWAYT W YBMAAT 910, Haiitn uHpoOpManHo
MHOTO JIET chmycTss cMmoxer mobol — kak u3 noOpeIX MoGyXaeHMH, Tak u ¢ HaMepenHeM
NPHYHHHTE BPe/l. ITO MOXKET GbITh KTO YTOHO.

OcHoBHBIE COBeTHI 110 3aniHTe undpoBoii penytauuu:
1. Tomymaii, npexze yem uTo-To myGIMKOBaTh U nepenasats y ce6s B Giore HIH B
COIHANILHOM CeTH;

2. B nacrpoitkax npouis yeranosyu OTPAHHYCHHA HA IPOCMOTP TBOETO MPOGHIIA | ero
COACPIKUMOTO, CACAl IO TONLKO (LIS ApY3eiiy;

3. He pasmemait u ne yxassmsait HH(pOPMALHUIO, KOTOPas MOKET KOro-nubo ockopbaaTh
HJIH O0HKaTs.

Asmopcxoe npaso

CoBpemeHHble IIKOMBHHKH— aKTHBHBE HO/IB30BaTeNH  1H(POBOrO mpocTpancTsa,
Omnaxo nanexo He Bee 3maoT, yro [10/Ib30BaHHE MHOTHMHA BO3MOXKHOCTSMH uHpposoro Mupa
Tpebyer cobmonenus NpaB Ha UHTCIICKTYAIbHYIO COOCTBEHHOCTS.

Tepmun “HHTCJUICKTYa/IbHas COGCTBEHHOCTBY OTHOCHTCH K PA3THYHEIM TBOPEHHSM
HYEIIOBEYECKOT0 yMa, HAYHHAS ¢ HOBBIX u300peTennit B 3HaKOB, obo3ravaomux cobeTBeHHOCTS

HA TIDOLYKTHI M YCHYTM , W 3aKaHuHBas Kiuramy, Qororpadusmu, KHHOQHIBMaMH |
MYSBIKA/IbHBIMH TIPOHIBEACHUAMM.



ABTOPCKHeE TIpaBa — 3T0 NpaBa Ha MHTC/LICKTY/IbHYIO COOCTBEHHOCTS HA NPOH3BENCHMS
HAYKH, TMTEPAaTyphbl H HCKYCCTBA. ABTOPCKHE NpaBa BRICTYIAIOT B KA4eCTBE FapaHTHH TOrO, YTO
HHTCILICKTY&/IbHBIA/ TBOPYECKHH TPy aBTOpa He OyJeT HaNpacHbIM, A4cT emy ClpaBe/UIiBbIe
BO3MOMKHOCTH 3apaboTaTh HAa Pe3yTbTATAaX CBOEro TpyZa, NOTYy4IHTs U3BECTHOCTE H NPH3HAHKE,
Huxro 6e3 paspemenns apropa se Moxer BOCIIPOU3BOZHTD €0 IIPOH3BECHHE, PACTIPOCTPAHSATD,
NyOIHYHO JIeMOHCTPHPOBATSH, pofaBaTh, HMIOPTHPOBATH, NYCKaTh B MPOKAT, ny6mmuano
HCIIO/THATE, MOKA3bIBATH/HCNIOMHATE B 2upe Wi pasmemwars B Murepuere.

Hcnonszosanune «muparckoroy MpOrpaMMHOro 06ecTieYeH sl MOKET NPHBECTH K MHOTHM
PHCKaM: OT MOTEPH JaHHBIX K TBOMM aKKayHTaM /0 OnoKkupoBKH TBOEro ycrpoiicTsa, rie
YCTAHOBJICHHbIH He JleranbHas nporpamva. He crout Tamke 3a0biBaTh, YTO CylIecTByer
JieralibHble H OecruaTHbIe MPOrpaMMBl, KOTOPEIE MOKHO HANTH B CeTH.

O nopmane

CereBruok.pd — TBOM riaBuBIi coBerumk B CeTH. 31€Ch THI MOXEWb Y3HATH O
be30macHOCTH B ceTH NMOHSTHEIM H AOCTYNHBIM A3BIKOM, & NPH BOIHHKHOBEHHHM KPHTHUECKON
CHTyallMn OOpaTHTHCH 3a COBETOM. A Takke NPHHATE Y4acTHE B KOHKYPCAX H CTaTh CaMBIM
LHQPOBBIM rpakiaHHHOM!



